Practical Information for foreign subsidies in notifiable foreign financial contributions in public procurement procedures
According to Article 5(1) of the Commission Implementing Regulation (EU) 2023/1441, notifications of foreign financial contributions in the context of public procurement procedures shall be submitted to the contracting authority or contracting entity in charge of the relevant public procurement procedure. This submission shall take place through means used for the submission of the tender. Notifying parties are invited to fill out the eForm provided by the Commission when submitting notifications, available here (as of 12 October)
LINK
or the Word version of Annex II of the Commission Implementing Regulation (EU) 2023/1441.


[bookmark: _Hlk147407343]According to Article 26(1) of the Commission Implementing Regulation (EU) 2023/1441 transmission of documents between the contracting authority or contracting entity in charge of the relevant public procurement procedure and the Commission shall take place through digital means, save where the Commission exceptionally agrees that other means may be used. For secure digital communication with the Commission, please use EU Send (requires prior registration), available under https://eusendweb.eusfx.ec.europa.eu/ (see instructions under point 2 below).
For more information regarding the format of notifications, comments following the opening of an in-depth investigation, commitments offered by the undertakings concerned and observations on the Commission’s grounds on which it intends to adopt its decision, please see Commission’s Communication C(2023)4749 of 12 July 2023, applicable mutatis mutandis to public procurement procedures, except for the fact that the use of digital signatures under Article 26(2) of Commission Implementing Regulation (EU) 2023/1441 is not mandatory.

1. Allocation of cases
Before (pre) notifying, economic operators are invited to send this case team allocation request 


to the Foreign Subsidies Team by email. 
Due to technical constraints, the size of a single email sent to DG for Internal Market, Industry, Entrepreneurship and SMEs should not exceed 15 MB.

2. Digital submissions
Economic Operator (EO)/Contracting Authority (CA), Contracting Entity (CE)
· EO/CA has no EU-Login  Create EU-Login
· EO/CA has EU-Login  See below

Economic Operator
Step 1: Fill-in the FS-PP form Link
In the form, please provide the EU-Login and/or the e-mail address used when creating the EU Login account. 
If you choose to send document(s) as a password-protected annex, please send the password to the COM via EU Send (https://eusendweb.eusfx.ec.europa.eu/).
Step 2: Send FS-PP form (with attachments) to CA (through the means used for the submission of the tender).

Contracting Authority/Contracting Entity
Step 1: Send the EU-Login and/or the e-mail address provided when creating the EU Login account by email. 
Step 2: Register to EU Send, following the instructions in the registration invitation email received from COM.
Step 3: After registration confirmation by email, Send notification/declaration (with attachments) to COM.

Transmissions below 10 gigabytes but exceeding the size limitations of EU Send (4 gigabytes) should be transmitted in two or three parts. A transmittal form provided by EU Send must be completed correctly and diligently. For more information on EU Send see .
EU Send can be used to send to the Commission:
· Draft FS-PP form
· Responses to Requests for Information
· Responses to requests for internal documents, if smaller than 4 GB
· Comments following the opening of an in-depth investigation
· Observation on the Commission’s grounds on which it intends to adopt its decision
· Submission of commitments
· Any other submission to the Commission

Opening hours for processing digital submissions in EU Send:
· Notifications filed electronically on Mondays to Thursdays before 17:00 CET and on Fridays and days preceding Commission holidays before 16:00 CET will have the date of receipt as the notification date.
· Notifications arriving after 17:00 CET or 16:00 CET for Fridays and days preceding Commission holidays will be dealt with the following working day, which will accordingly be considered the notification date.

[bookmark: _Hlk145577895]3. Submissions by hand / post
	Submissions sent by registered post
	Submissions delivered by hand/direct delivery to the Commission’s Central Mail

	European Commission
Directorate General for Internal Market, Industry, Entrepreneurship and SMEs
Foreign Subsidies (CASE@EC) – CAD

BE-1049 Brussels

	European Commission
Directorate General for Internal Market, Industry, Entrepreneurship and SMEs
Foreign Subsidies (CASE@EC) – CAD 

Avenue du Bourget, 1
BE-1140 Evere


Commission working days between 7:00 CET and 16:30 CET. 


Addressing documents to other Commission departments may result in delays.
Electronic submissions delivered by hand or sent by registered post
· Transmissions of over 10 gigabytes in size may be put on external storage devices, such as, USB, CD, or DVD, or hard disk drives formatted in Microsoft Windows-compatible, uncompressed data in a USB 2.0 or 3.0 external enclosure. The documents may be digitally signed with a QES. The external storage devices may be hand delivered or sent by registered post to the address mentioned above.
· Transmissions of under 10 gigabytes in size may be delivered or sent by using external storage devices only if the Commission exceptionally agrees that other means than digital means of transmission may be used (e.g. if EU Send is not available). These documents may be digitally signed with a QES.
Paper submissions delivered by hand or sent by registered post
Exceptionally, if the Commission agrees that submitting documents digitally as required under article 26 of the Commission Implementing Regulation (EU) 2023/1441 is not feasible, a paper submission may be hand delivered or sent by registered post to the address mentioned above. In this case, the following must be submitted:
· a hand signed paper copy of the complete submission;
· two digital copies of the full submission in external storage devices for information (not signed);
· a hand signed declaration stating that the signed paper copy and the digital copies are identical; and
· power of Attorney, if relevant.
Prior to delivery, the law firm or the legal representative of the notifying company must send an email to GROW-CAD@ec.europa.eu to give an estimated delivery time and the name of the individual who will be making the delivery along with a description of the items to be delivered (number of envelopes, packages or boxes).
4. Signing documents electronically
The notification form (FS-PP) and commitments offered by the undertaking under investigation may be signed using at least one Qualified Electronic Signature (QES) complying with the requirements set out in Regulation (EU) No 910/2014 (the “eIDAS Regulation”), however this is not mandatory in line with Article 26(2) of Commission Implementing Regulation (EU) 2023/1441. Other types of electronic signatures, such as scanned signatures or Advanced Electronic Signatures as defined in the eIDAS Regulation that do not meet the requirements of QES are not accepted. For more information regarding QES, please see Commission’s Communication C(2023)4749 of 12 July 2023.
Only paper submissions delivered by hand to the Commission or sent by registered post can be hand signed.
5. Format of notifications and templates
For notifications or declarations, please make submissions in line with Article 26 and Annex II of Commission Implementing Regulation (EU) 2023/1441 of 10 July 2023.
Templates
· Model power of attorney for notifications 


· Template for listing the supporting documents attached to FS-PP form


6. Languages
Notifications must be drafted in one of the official languages of the Union, as specified in Article 5 (4) of the Commission Implementing Regulation (EU) 2023/1441 of 10 July 2023. For more information about the language regime of the Union, please consult Languages, multilingualism, language rules | European Union (europa.eu)
Useful information
Contact
For queries, please contact  GROW-FSR-PP-NOTIFICATIONS@ec.europa.eu 
In all your correspondence, please specify the case number and the name of the case.
 
Privacy statement
Privacy statement relating to the application of the Foreign Subsidies Regulation
 
Commission holidays
Holidays in 2023 - Official Journal C 201I, 28.05.2021
Holidays in 2024 - Official Journal C 440/15, 21.11.2022
image2.emf
FSR_case_team_alloc ation_request_template_GROW_final.docx


FSR_case_team_allocation_request_template_GROW_final.docx
[image: Description: Description: Description: C:\Documents and Settings\lenain\Local Settings\Temporary Internet Files\Content.Word\griffe_2.jpg][image: LOGO-CE for Competition EN Positive]

European Commission - Internal Market, Industry, Entrepreneurship and SMEs - REGISTRY	instructions for case allocation request

Case team allocation request – Foreign subsidies in notifiable public procurement procedures (Regulation (EU) 2022/2560)

To be sent 	by email to GROW-FSR-PP-NOTIFICATIONS@ec.europa.eu

Please indicate the information below:

1) Your contact details:

Name:

Company/law firm:

Telephone number:

Email:



2) Extended level of confidentiality in the pre-notification phase 

Information submitted in pre-notification is protected under Article 43 of the Foreign Subsidies Regulation (EU) 2022/2560, and pre-notification contacts are kept confidential. Nevertheless, some highly sensitive public procurement procedures may require additional protection. If this is the case, please indicate this below and provide a justification for the need for additional protection. 

An extended level of confidentiality is requested because:

|_| a) the participation of pre-notifying party in the public procurement procedure is not yet known to the market and is highly sensitive

|_| b) other reason (please explain):



Indicate when the extended level of confidentiality will expire:

|_| a) At notification

|_| b) Other (indicate when and explain reasons)



3) Brief description of the notifying party(ies), the public procurement procedure and if there are any foreign financial contributions falling under article 5 of Regulation (EU) 2022/2560, please describe them.





4) Is the estimated amount of foreign financial contribution received in the three years prior to the notification equal or greater than EUR 4 million per third country?

|_| Yes, the amount received is equal to or higher than the above.

|_| No, the amount received is lower than the above. 

Estimated value of foreign financial contribution received in EUR:



4) Does the tender contain supplies imported into the EU? 

|_| Yes, the tender contains supplies imported into the EU.

|_| No, the tender does not contain supplies imported into the EU. 



		5) Expected date of first draft of the Form FS-PP:

		









		6) Expected date of tender submission/notification:

		









7) Proposed case language

BG - CS – DA - DE – EL - EN – ES - ET – FI - FR – GA – HR – HU - IT – LT – LV - MT - NL – PL - PT – RO - SK – SL - SV  (please choose)



8) Any other information you want to submit at this stage:





Date: 

Return to GROW-FSR-PP-NOTIFICATIONS@ec.europa.eu
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1. INTRODUCTION

This User Guide explains the main functionalities of EU Send Web for a new user.
Certain fonts, components, alignments and popups might look different from the screen captures,
depending on the browser and browser version.

2. DEFINITIONS

Key Description

Entity An entity represents the part of an organisation or user entitled to use the
EU Send Web platform in order to exchange documents

An entity can designate one or more users. All users of an entity have
User access to the same messages received/sent by that entity. A user can
have access to more than one entity.

Sender An entity which is the originator of a message sent through EU Send Web
Receiver An entity which is the recipient of a message sent through EU Send Web

A logical communication channel created to enable the communication
Channel

between two entities.

) EU Login is the European Commission's user authentication senice.
EU Login

credentials In order to access EU Send Web, the user must have valid EU Login
credentials

3. COMPATIBLE BROWSERS

The application is compatible with Google Chrome, Mozilla Firefox and Microsoft Edge browsers. If the
users try to login to the application with a browser that is not compatible, they will not be able to

connect and will be redirected to a page that lists the compatible browsers.

The browser you are using is not supported by the application.

Please use one of the following browsers with the minimum version specified as in the table bellow:

() Google Chrome 90.0.4430.85
@ Moxzilla Firefox 78.10.0esr
(= Microsoft Edge 90.0.818.46






4. ACCESSto EU SEND WEB

The link to the application is: https://eusendweb.eusfx.ec.europa.eu/

Before having access to the application, the users’ profile must be configured by the Administrator of
the entity in EU SEND WEB.

The “Unique identifier at the Commission” (UID) must be provided to the Administrator.

If the users have already an EU login account, the UID can be found as follows:

e Go tothe page https://webgate.ec.europa.eu/cas/login and log in.

e Click on the icon a displayed next to your name and choose “My Account”.

e C(Click on “My Account details”. The “Unique identifier at the Commission” (or the UID) is

displayed on the next page.

If you don’'t have an EU Login account, you can create one following the instructions in the section
“Create an EU Login account” of the EU Login User Guide:

[https://webgate.ec.europa.eu/cas/manuals/EU_Login_Tutorial.pdf].

4.1 How to access EU SEND WEB

The application uses EU Login for authentication. Two Factor Authentication (2FA) is required. The
user needs to have a valid EU Login credential and be registered in EU Send Web with the correct
role.

When the user goes to the application or administration URL, he/she is redirected to EU Login page.

EU Login 0

One account, many EU services

English (en)

Eusend web requires you to authenticate

Sign in to continue Add your EU Login
UID or email address
registered in EU Login
Enter your e-mail address or unique identifier and CliCk on NeXt.

Create an account m

Oor

Sign in with your elD

After going through EU Login authentication, the user will be redirected to the application.





5. INBOX

Welcome

n002zw25
(External)

Sign in with a different e-mail address?

Password

ECE -

Lost your password?

Choose your verification method

EU Login Mobile App PIN Code

EU Login Mobile App PIN Code
EU Login Mobile App QR Code
IMobile Phone + SMS

Token

Token CRAM
Security Key or Trusted Platform

The Inbox is the first page displayed after the user logs in.

-
~ European
= Commission

New message

| [J tnbox
> Ssent

£ Draft

Read message:
Grey box

EU Send
Web

Entity for w hich the
user is logged in

0, Digit usercuideUser- @ ~ A

User name

Unread message:
White box w ith light
blue line on the left

ENTITY
DemoEntity1 - €——
= Inbox M= a=cC
Message_2023-February-06_16-14-37-387 06/02/2023
From: DemoEntity4 16:14:47
[ 4 ies-269 M8 \
Message_2023-February-06_16-14-17-124 06/02/2023
From: DemoEntity4 16:14:25
[ 4 ies-651 19 k8
Message_2023-February-06_16-13-54-241 06/02/2023
From: DemoEntity4 16:14:05
[ & files -2.73 M8
Message_2023-February-06_16-13-31-726 06/02/2023
From: DemoEntity4 16:13:42
[0y & files - 2.73 M8
Message_2023-February-06_16-13-11-100 06/02/2023
From: DemoEntity4 16:13:21

View:

[0y 3 files - 2.67 M5

OREE

5~ items per page

9

1-5 out of 12 items

The details of a message
are displayed w hen the
message is selected

Z
®

Please choose a message...





The Read/Unread message visual indication is specific to each user. Even when different users have

access to the Inbox of the same entity, they will see which messages they have or have not yet read.

ENTITY
EU Send
Bl oo | web DemoEntity1 -
ommission
New message = In box = Q = C
Message_2023-February-06_16-14-37-387 08/02/2023
From: DemoEntity4 16:14:47
| O inbox 12 ) 4 iles - 2.69 MB
Message_2023-February-06_16-14-17-124 06/02/2023
From: DemoEntity4 16:14:26
> sent 15 0) 4 files - 651 13 kB
Message_2023-February-06_16-13-54-241 06/02/2023
i Draft From: DemoEntity4 16:14:05
) 6 fies -2.78 MB
12 unread Message_2023-February-06_16-13-31-726 06/0212023
messages From: DemoEntity4 16:13:42
[ & ies 278 B
Message_2023-February-06_16-13-11-100 06/02/2023
From: DemoEntity4 16:13:21
) 3 fles - 267 B

oI

View. 5«  items per page 1

NOTE: If the entity is only Receiver (not allowed to send messages), then only the Inbox will be

-5 outof 12 items

Same entity

€), Digit etrustexUser ~

A

Different user

Unread messages

Please choose a message...

present and there will not be links to Draft, Sent and New message sections.

ENTITY
EU Send
B o | wen DemoEntity2 -
ommission
= |nbox = Q = C
[ nbox 2

Message_2023-February-06_16-07-51-705 06/02/2023
From: DemoEntity1 16:08:06

Iy 16 files - 3.25 MB
Message_2023-February-06_16-07-26-175 06/02/2023
Only the Inbox From: DemoEntity1 16:07:38

1) 16 files - 3.25 mB
Message_2023-February-06_16-07-02-349 06/02/2023
From: DemoEntity1 16:07:13

1) & files - 2.82 MB

Message_2023-February-06_16-06-39-412 06/02/2023
From- DemoEntity1 16:06:49

1) 4 files - 651.19 kB
Message_2023-February-06_16-06-15-610 06/02/2023
From- DemoEntity1 16:06:25

1) 4 files - 2.69 B

ORI

View. 5+ items per page

1-5outof 15items

Entity configured
only as Receiver

€), pigit userGuideUser -~

Please choose a message...

o -





5.1 Mark as Read

The user can mark several messages as ‘Read’ at once by selecting the checkbox beside the

messages they want to mark as read and then clicking on the button that will appear on top of the

messages.
ENTITY
EU Send . .
m European Web DemoEntity1 - Mark all selected 0, DigituseruiceUser- @ + M
Commission ‘ s
/ messages as ‘Read
New message == In box w = = C
Message_2023-February-06_16-14-37-387 06/02/2023
From: DemoEntity4 16:14:47
| O inbox 3 i) 4 fles - 269 M8
Message_2023-February-06_16-14-17-124 06/02/2023
From: DemoEntity4 16:14:25
> sent 5 l) 4 files - 651 19 kB
Message_2023-February-06_16-13-54-241 06/02/2023
i Draft From: DemoEntity4 16:14:05
[y 6 files - 2.78 MB
Message_2023-February-06_16-13-31-726 06/02/2023
From: DemoEntity4 16:13:42
[y & fites -2 78 M5
Message_2023-February-06_16-13-11-100 06/02/2023
From- DemoEntity4 16:13:21 Please choose a message...
i) 3 files - 2.67 M8
View. § «  items per page 1-5outof 12 items
5.2 Message Details
When the user selects a message, the details of that message are displayed on the right side.
Date andtime the message w as sent
For the current date, just the time will
U send ENTITY be displayed R a
n E::pm:.‘:?in" Web DemOEnt|ty1 . ¢ ¥ igit userGuideUser ~ 0 v _
= Inbox = = 06/02/2023 161321
Message_2023-February-06_16-14-37-387 0610212023 16:14:47 Message—2°23"=e'ﬂ’aw'°6—1 6-13-11-100 Sender
From: DemoEntityd From: Der <
| 3 Inbox 3 [y 4 files - 2.69 MB Message
Message_2023-February-06_16-14-17-124 06/02/2023 16:14:25 Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum has been the
= Sent 15 From: DemoEntityd industry's standard dummy text ever since the 1500s, when an unknown printer took a galley of type and
@ 4 files - 651.19 kB scrambled it to make a type specimen book It has survived not only five centuries, but also the show more...
& Drait Message_2023-February-06_16-13-54-241 06/02/2023 16:14:05
ra S — Select/deselect List of files Number and
[y 6 files- 276 MB all files @ 3 files -2.67 MB ) .
Message_2023-February-06_16-13-31-726 16:13:42 size Of a" flleS b
From: DemoEntity4 z
Unread Y 6files-278MB Name Size
messages Message_2023-February-06_16-13-11-100 06/02/2023 16:13:21 Excelt xisx 173048
From: DemoEntity4
Deies-2670E JPG1.jpg \ Link to 213MB
@ 2 - PDF1.pdf dOW nloaq 534.02 kB
View: 5 - items per page 1-5outof 12 item, a Slngle flle -
3 Download
Select/deselect
individual files






5.3 Download Files

There are two options to download files:
e By clicking on the name of the file, to download only that file

e By selecting the files and clicking on the download button.

List of files
Click on the ) 6 files - 82.66 kB
name of the file "
to dow nload
only that file ame Size
Files_folder1/Files_folder2/Excell.xlsx 17.30 kB
Files_folder1/Files_folder2/Excel2.xlsx 17.30 kB
Files_folder1/Files_folder2/Excel3.xlsx 17.31 kB
Files_folder1/Text1.txt 2833 kB
Files_folder1/Text2.txt 16.00 Bytes
Files_folder1/Text3.txt 241kB

Select the files to

dow nload and thenclick fF——>

on the Dow nload button

NOTE: If the entity is configured with end-to-end encryption, please refer to Section 11 for more

information.

5.4 Message Reply

From the top right of the message details, the user can reply to a message.
If the user clicks on the button ‘Reply’, he/she will be redirected to the new message form with the
original sender already selected as recipient of the message and with the subject prefilled with the

prefix ‘Re:’.

It is only possible to reply to a message if the entity is configured as a sender and if it has the original

sender of the message configured as it’s recipient.

6. NEW MESSAGE

Only Entities configured as Sender havwe access to the “New Message” section.
From the left menu, click on the “New Message” button to be redirected to the new message section.

For two entities to be able to exchange messages, a channel of communication needs to be

configured between the Sender and Recipient entities.





If an entity configured as Sender has more than one Recipient, there will be a dropdown list in the

recipient field for new messages with the list of all possible entities. The user must select the ones for

which the message should be sent.

ENTITY
DemoEntity1 -

EU Send
Web

European
Commissian

Sending files Receiver info

@ Back to inbox To J) Q
Click on the / Select all
recipientfield to
selectfromthe DemoEnty2
” DemoEntitys B
list DemoEntity4 &

€, Digit userGuideUser -

*

Drop file/folder

+ add fies [§ I ’ + Add folder [l

Subject* |

Message

@ Limitations per transmission:

+ Upto 1GB per file
+ Up to 5GB total size
+ Up to 1500 files

These limitations are a guideline and any value above the ones listed will
have a direct impact on the performance of the application

end-to-end-encryption )
high importance

ﬁ Save as draft l I Cancel

If the entity is configured to exchange with just one other entity, the recipient field will be prefilled with

the recipient entity name.

The user needs to fill in the form and add at least one file before sending the message.

€, Digit userGuideUser ~

Recipient entity Areatodrop the

EU Send ENTITY

m e | WVED DemoEntity4 -
Sending files = Receiver info

@ Back to inbox To* ’M

N

Link to go back to
the Inbox

Subject” | |

Message

files/folders to

b 3
be added

Drop file/folder

’ + Add files [§ I I + Add folder [l I

end-to-end-encryption @)
high importance

2 l i save as drart l ’ Cancel l m

Save as draftto
continue later

&

Cancel message Individual files can be added

to 5GB total size
- Up to 1500 files

These limitations are a guideline and any value above the ones listed will
have a direct impact on the performance of the application.

using the Add files button
A folder and its contentcan
be added using the Add

folder button

Before adding files, the user has the option to save a Draft to continue editing later. It is only possible

to sawe drafts if there are no files added to the message. If files were already added, they need to be

removed before saving the draft.





The user can select to send a message with or without end-to-end encryption using the toggle button
below the message field. To be able to send with end-to-end encryption, the recipient entity needs to
have a public key configured. The information icon beside the toggle button explains how to identify if

an entity is configured to receive messages with end-to-end encryption or not.

© End to end Encryption:

To be able to send a message with end-to-end encryption the
recipient entity needs to have a public key configured. Entities
can have:

. ﬂ - end-to-end encryption is mandatory
. ﬁ - end-to-end encryption is optional
= no icon - entity does not have a public key configured

If the functionality is greyed out, the action is enforced

If the user decides to send a message without end-to-end encryption, but between the recipient
entities there is an entity that is configured with mandatory encryption, the message will still be sent,

but for that specific entity, the message will be encrypted.

Below the message field there is a toggle button to mark a message with high importance. If the
button is enabled, the message will have a visual indication that it was sent with high importance and

the notifications will also be flagged with high importance.

The user can add the files by dragging and dropping them to the files section or by clicking on the

buttons add file or add folder.
The user can change the name of the files that will be sent before they are uploaded. An edit icon will

be displayed on the actions column for each file and clicking on it will open a window to change the file

name.
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EU Send
Web

European
Commission

=

Sending files

(<) Back to inbox

Message

ENTITY

DemoEntity1 -

Receiver info

To* | DemoEntity2, DemoEntity3

2

Subject” | Subject of the message

Lorem Ipsum is simply dummy text of the
printing and typesetting industry. Lorem
Ipsum has been the industry's standard

el Py

the 4200, b

end-tc-end-encryption o
high impertance

m

List of added files
w ith size and status

Drop file/folder

), pigit userGuideUser ~

b4

Change the

| + Adailes [§ l ’ + Add folder [l

view of the files

Sort-the files by
Name, size or status

"

L
ame Size Status Acticn
1 Cuimsionn an tAontas E... 15.99 kB Pending P
2 demokratickych evropsk...  15.38 kB Pending P
5 AUnido Europeia (UE)é... 1506kB Pending s B
Upload Files |——>

When the files are added, an upload button is displayed at the bottom of the list of files and the user

needs to click on it to upload them.

If at least one file is selected, an ‘Actions’ button will be displayed, where the user can perform actions

on the selected files like the deletion of seweral files at once. The actions button is only available in the

List view.
EU Send
- [
Sending files =

(<) Backto inbox

Message

ENTITY

DemoEntity1 -

Receiver.info

To* ‘ DemoEntity2, DemoEntity3 x’l
Subject” ‘ Subject of the message ‘
Lorem Ipsum is simply dummy text of the
printing and typesetfing industry. Lorem
Ipsum has been the industry's standard M
a ot the 4EANE i i

end-to-end-encryption @
high impertance

When a

Cance! m

Select files to
performactions

*

Q‘, Digit userGuideUser ~

Drop file/folder

Q- a

| + Add files [§ I | + Add folder [l I

Actions button

Name Size
1 Cuimsionn an tAontas E... 1599 kB
2 demokratickych evropsk...  15.38 kB
3 AUniio Europeia (UE)é ... 15.06 kB

Status

Pending

Pending

Pending

— (=1 =

Action
[]
[
[

4 Upload

file is uploaded correctly, it will havwe the status ‘Success’. All files need to be in status

‘Success’ before sending the message. The user can add new files after the upload, but the new files

also need to be uploaded.
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ENTITY

EU Send . ’
m Eumm‘a,{ Web DemoEntity1 . q, Digit userGuideUser ~ a - ‘
ommission
i ; = Receiver info
Sending files =
() Back to inbox To* ‘ DemoEntity2, DemoEntity3 Ee¥ ~
. Subject” ‘ Subject of the message ‘ Drop file}'folder
Mandatory fields (*)
Message | Lorem Ipsum is simply dummy text of the | + addfites [§ I | + Add folder [ l
printing and typesetting industry. Lorem
Ipsum has been the industry's standard -
“ st she 450N wn i
end-te-end-encryption o .l=
high impertance
4 Name 4 Size 4 Status Action
4 Cuimsionn an tAontas E... 1599 kB (] - -
/ All files w ith
Send the message 2 demokratickych evropsk... 1538 kB @ ] Status Success

3 AUnido Europeia (UE)é ... 1506 kB i

NOTE: It is mandatory tohawe at least one attachment to be able to send a message.

After sending the message, the user will be redirected to the Inbox section. The user can \erify the

message just sent in the Sent section.

7. SENT MESSAGES

Only entities configured as Senders have access to the Sent section. The available functionalities are

indicated below.

EU Send
Web

m European
Commission

Inbox 3
W

Sent 2
|>

g Draft

Links to the
sections

List of sent /

messages

Dow nload PDF with | .7
the details of the sent
message

View

ENTITY

DemoEntity1 - Q, Digit userGuideUser - e - ‘

= Sent T a=scC Recipient entities Message that w as
not visualized:

Messae_2_023-Februar.y-DB_16-07-§1-?05 06{02.!2(?23 P White box w ith Iight
To: DemoEntity4, DemoEntity3, DemoEntity2 16:08:06 €= .

Sent by: Digit automationUserl blue line on the left
|& Download  [J] 15 fies - 3.25 MB

Message_2023-February-06_16-07-26-175 0610212023

To: DemoEntity4, DemoEntity2, DemoEntity3 16:07:38

Sent by: Digit automationUserl &

|_m Download @ 16 files - 3.25 MB Message overall status
Message_2023-February-06_16-07-02-349 06/02/2023

To: DemoEntity3, DemoEntity4, DemoEntity2 16:07:13

Sent by Digit automationUser] € —m
ot Tt ade oS User that sent

|E Download ()] & files - 2.82 MB

the message
Message_2023-February-06_16-06-39-412 06/02/2023
To: DemoEntity3, DemoEntity2, DemoEntity4 16:06:49
Sent by Digit automationUserl
| Download  [J) 4 fles - 65118 kB Please choose a message...
Message_2023-February-06_16-06-15-610 usmma}\ Message that \
To: DemoEntity2, DemoEntity4, DemoEntity3 16:06:25 W as visualized:
b I T Grey box The details of a message
| Download (I 4 files - 2.69 MB .

are displayed w hen the

@ message is selected
2 3 -

. 1-5 out of 15 items
5 ~  items per page
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As we can have more than one user with rights to access the same entity, the name of the user who

has sent the message is displayed on the message preview. Also, if a different user sent a message,

in the sent folder the message will have an indication it was not visualized. This is to ensure that

different users that access the same entity can keep track of what is being done on behalf of that

entity.

It is possible to see the owerall status of the message. If the message was sent to multiple recipients,

the status will be displayed once all messages hawe the same status. If at least one recipient has the

message in a different status, the badge will display the status ‘multiple’. The user needs to select the

message to be able to see the individual status related to each recipient.

We can also extract a PDF file containing the details of the sent message by clicking on the download

link beside the PDF icon for each message.

7.1 Sent Message Details

When the user selects a message, the details of that message are displayed on the right side.

European
Commission

EU Send
Web

[ Inbox
|-_.,. San

i Draft

2 message not
visualized yet

View: 5«

= Sent

Message_2023-February-06_16-07-51-705
To: DemoEntity4, DemoEntity3, DemoEntity2
Sent by: Digit automationUserl

| Download  (J) 16 files -3.25 MB

Message_2023-February-06_16-07-26-175
To: DemoEntity4, DemoEntity2, DemoEntity3
Sent by: Digit automationUserl

Lﬂ Download @J 16 files - 3.25 MB

Message 2023-February-06_16-07-02-349
To: DemoEntity3, DemoEntity4, DemoEntity2
Sent by: Digit automationUserl

| Download  (J] & files - 282 MB

Message_2023-February-06_16-06-38-412
To: DemoEntity3, DemoEntity2, DemoEntity4
Sent by: Digit automationUserl

@ Download mj 4 files - 651.19 kB

Message_2023-February-06_16-06-15-610
To: DemoEntity2, DemoEntity4, DemoEntity3
Sent by: Digit automationUserl

|@ Download  (J) 4 files - 269 MB

() -

items per page

ENTITY

DemoEntity1 -

Date and time the message w as
sent. If currentday justthe time
is displayed

&)

0610272023 16:08:06

0610272023 16:07:38

06/02/2023 16:07:13

MULTIPLE

06/02/2023 16:06:49

MULTIPLE

06/02/2023 16:06:25

MULTIPLE

[

Message_2023-February-06_16-06-39-412

Sent by: Digit automationUserl /

06/02/2023 16:06:49

Name

DemoEntity2

DemoEntity3

DemoEntityd

Sender User

List of recipients

Status

DELIVERED

DELIVERED

Message

Receivedon  E2E
encryption

07/02/2023

15:

0610212023

16:06:49

06/02/12023 i

o\,Digil userGuideUser- @ - M

List of
recipients
and their
respective
infarmation

Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum has been the

industry's standard dummy tex

and serambled it to make a type spacimen book: It has survived not only five centuries, but also the

show more...

1-5 out of 15 items

Number and
size of all files

—>

List of all sentfiles

Name

Excell.xlsx

Excel2.xlsx

PDF1.pdf

er since the 1500s, when an unknown pri

List of files
Iy 4 files - 651.15 kB

Switchviews

N\

Size
17.30 kB
17.30 kB

534.02 kB

b

On the list of recipients it is possible to see the recipients of the message, in which status each message is, the

date and time the status was changed and if the message was sent with or without end-to-end encryption.
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7.2 Sent Message Status

There are three possible statuses for the sent messages: Failed, Delivered and Read.

e The Failed status indicates that there was an issue when the application tried to send the
message and it was not successfully sent. The message did not reach the recipient.

e The Delivered status indicates that the message was successfully sent to the recipient.

e The Read status indicates that the message has been read for the first time from the recipient
entity’s inbox.

In the message summary we can also see the status ‘Multiple’. This is to indicate that the message
sent to different entities are not all in the same status. Once all messages have the same status, that
status will be displayed in the summary.

Message 2023-February-06_16-06-39-412 06/02/2023 16:06:49
To: DemoEntity2, DemoEntity3, DemoEntity4 [ DELIVERED ]
Sent by: Digit automationUserl

|&@ Download  (J) 4 files - 651.19 kB

Message 2023-February-06_16-06-15-610 06/02/2023 16:06:25

To: DemoEntity3, DemoEntity4, DemoEntity2 @ Status
Sent by: Digit automationUserl

| Download [J) 4 files - 269 MB

Message_ 2023-February-06_16-05-51-820 06/02/2023 16:06:02
To: DemoEntity2, DemoEntity3, DemoEntity4 am
Sent by: Digit automationUserl

(0 8 files - 851.08 kB

Message 2023-February-06_16-05-29-814 06/02/2023 16:05:39
To: DemoEntity3, DemoEntity2, DemoEntity4

Sent by: Digit automationUserl
|& Download [J) 3 files - 267 MB

7.3 Download Sent Files

It is possible for the user to download files from a sent message.
There are two options to download files:
e By clicking on the name of the file, to download only that file
e By selecting the files and clicking on the download button.

From the message details:
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Click on the
name of the file
to dow nload
only that file

Name

A Unido Europeia (UE) é uma familia de paises democraticos europeus.docx

Select the files to
dow nload and then click
on the Dow nload button

List of files
[ 3 fites - 46.45 kB

Cuimsionn an tAontas Eorpach (AE) gripa de thiortha Eorpacha daonlathach...

demokratickych evropskych statl, které se zavazaly spolupracovat v zajmu z...

Size

15.06 kB

16.00 kB

15.39 kB

¥ Download |

NOTE: If the message was sent with end-to-end encryption, it is not possible to download the files

from the sent section.

8. DRAFT MESSAGES

Only entities configured as Senders have access to the Draft section.

When a message is saved as Draft it will be listed in the Draft section.

m European
Commission
New message

[ nbox 3
> Sent 2
& Draft

messages

List of draft /

A 4

EU Send
Web

= Draft

Draft message 4
To: DemoEntity3, DemoEntity4
Saved by: Digit userGuideUser

Draft message 3
To: DemoEntity2
Saved by: Digit userGuideUser

Draft message 2
To: DemoEntity3, DemoEntity2
Saved by: Digit userGuideUser

Draft message 1

ENTITY

DemoEntity1 -

Q

Recipients

User that saved the
draft for the last time

To: DemoEntity3, DemoEntity2, DemoEntityd

Saved by: Digit userGuideUser

View: & -  items per page

8.1 Saving a Draft

©

C

10:50:13

10:49:29

10:48:49

10:48:02

1 -4 out of 4 items

n‘, Digit userGuideUser ~ 0 -

Date andtime the message w as last saved.
If same day just the time

The details of a message

are displayed w hen the

message s selected

Delete a draft

e

Please choose a message...

From the New message section, the user has the option to save as Draft.

15






EU Send
Web

European
Commission

Sending files =

() Back to inbox

Mandatory fields (*) to
be completed before

saving the draft.

Save the Draft

To* |

!ﬁuhjecr‘ |

Message

ENTITY

DemoEntity1 -

Receiver info

Q,DigltuserGuideUSErv o - ..

2 .

| Drop file/folder

+ Add files [§ I I + Add folder [l

end-te-end-encryption °
high importance

2| B Save as draft I ’ Cancel l m

@ Limitations per transmission:

« Up to 1GB per file
+ Up to 5GB total size
« Up to 1500 files

These limitations are a guideline and any value above the ones listed will
have a direct impact on the performance of the application.

A message cannot be sawved as draft if there are any files added or if the message has signature

activated.

The user can save the message as draft as many times as needed.

A confirmation message will be displayed when the message is saved and the user can continue to

work on the message.

@ Message saved!

The message was successfully saved as draft

When a user sends a message that was saved as draft, the message will not be available anymore in

the draft section.

8.2 Draft Details

When the user selects a message, the details of that message are displayed on the right side.

“ European
Commission
New message

G Inbox 3
> Sent 2
£ praft

View: 5~

EU Send
Web

= Draft

Draft message 4

To: DemoEntityd, DemoEntity3

Saved by: Digit userGuideUser

Draft message 3
To: DemoEntity2
Saved by Digit userGuideUser

Draft message 2
To: DemoEntity3, DemoEntity2
Saved by- Digit userGuideUser

Draft message 1
To: DemoEntity3, DemoEntity4, DemoEntity2
Saved by: Digit userGuideUser

©

items per page

ENTITY

DemoEntity1 ), DigituserGuideUser- @ - A

T a=sc 0 Recipient entities
Draft message 4 /
10:54:35 To: DemoEntity4, DemoEntity3

User that saved the
draftfor the last time

[} Saved by: Digit userGuideUser ?‘

Message

10:49:29

_ Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem

a Ipsum has been the industry's standard dummy text ever since the 1500s, when

an unknown printer took a galley of type and scrambled it to make a type

10:48:49 specimen book. It has survived not only five centuries, but also the show more...

[ ]

Reopen message

10:48:02

Message
L] /

Reopen the message

1-4out of 4 items
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From the details of the message the user can reopen it. The message will be reopened in the New

message section for the user to be able to continue to work on it.

9. NOTIFICATIONS

There are three types of notification: New Message, Status and Retention warning.

The user account can be configured to receive only one type of notification or a combination of them.

9.1 New Message Notification

When a new message arrives in the Inbox of an entity, a notification is sent to all users that belong to

that entity if they are registered to receive notifications for new messages.

Dear user, / Message subject

The message Message 2022-septembre-29 08-36-53-514 has been sent from DemoEntity] and is available
to DemoEntity2. <—_| A

Recipient entity

Sender entity

Link toaccess
the message in
the application

W here to view the full details of the message.

The message contains 2 file(s) with a total size of 551.31 KB. To download all files, click here

NOTE: if the files are encrypted, the download link will only redirect to the message as a cerm needs to
be added before it 1s possible to download the files. Link to dow nload

all files

This message has been generated automatically by EU Send Web.
Pleasze do not reply.

Kind regards,

EU Send Web Team

There are two links in the notification:
e The first link redirects the user to the application and to the respective message in the Inbox.
e The second link redirects the user to the application and triggers the download of all files

automatically.

9.2 Status Notification

The status notification is sent to all users configured to receive notifications and belonging to the entity

that is sending messages whenever a status of a message changes.

For example, when a message has been Read by the Recipient entity, the users of the Sender entity

will receive a notification that indicates the message has been Read.
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Dear user, Message subject

Read status

The mesgage Message 2022-septembre-29 08-41-04-511 sent from DemoEntityl to DemoEntity2 has
been read by the user Digit userGuideUser.

Sender entity Recipient entity

Link toaccess
the messagein
the application

Y%n click here to view the full details of the message.

This message has been generated automatically by EU Send Web.
Please do not reply.

Kind regards,
EU Send Web Team

From the link in the notification, the user is redirected to the application and to the respective message

in the Sent section.

9.3 Retention Warning Notification

For users that are configured to receive retention policy warning notifications, a few days before a

message is deleted due to the retention policy, a notification is sent.

Dear user,

The message listed below 13 going to be deleted from EU Send Web 1 7 days.
Please be aware that the message will be completely removed and will ndthe available anymore from 30-01-2023.

You can click here-to view the full details of the message.

Date of the message: 2022-11-07 15:31:29 201 | LNk toaccess

Recipient entity- Demo_Entity 2 the message in
eciprent entity. = — the application

Sender entity: Demo_Entity_1

Message subject: test

Number of files: 4

Total size of files: 61. 20 KB

Remaining days
before deletion

Deletion date

Link to dow nload

To access the platform, click here - To download all documents, click here € all files

This message has been generated automatically by EUSEND WEB. Please do not reply.

Kind regards,
e-TrustEx Team

The number of days before the deletion of messages to send the notification depends on the business

configuration.

18






10. INFORMATIONBANNER

When there is an important message to be shared with the users, one or more banners might be

displayed on the top of the application.

EU Send ENTITY

Web DemoEntity1 - ‘!/Dwgll userGuideUser o - ‘

.
Commission

@ system banner

‘We would like to inform you that EU Send Web will be under maintenance on Wednesday 08/02 from 12:00 to 12:30.
Please note that we will deploy the new version

Message_2023-February-06_16-14-37-387 06/02/2023
From: DemoEntity4 16:14:47
| O inbox N ) 4 fies - 269 mB

Message_2023-February-06_16-14-17-124 06/02/2023

From: DemoEntity4 16:14:25
> sent 2 [ 4 fies - 651.19 k3

Message_2023-February-06_16-13-54-241 06/02/2023
& Draft From: DemoEntityd 16:14:05

[0 6 fies -2 78 mB

The banner will be displayed on every login while active.
If the user closes the banner, the information will be mowed to the bell icon on the top right of the
application. The user can consult it at any time by clicking on the icon and a side bar will open

displaying the content of the banner.

When the banner is first closed, it will have an unread status and the icon will have a red circle with an

exclamation mark to indicate it is not read.
ENIIY

nd
DemoEntity1 . Q, Digit userGuideUser ~ 0 o p
= Inbox = a = C Notifications status
Message_2023-February-06_16-14-37-387 06/02/2023 \
From: DemoEntity4 16:14:47 system banner
(1) 4 files - 2.69 mB e =D
M We would like to inform you that EU Send Web will be
essage_2023-February-06_16-14-17-124 06/02/2023 under maintenance on Wednesday 08/02 from 12:00 1o

From: DemoEntity4 16:14:25 1230

@J 41les - 65119 kB Please note that we will deploy the new version.
Message_2023-February-06_16-13-54-241 06/02/2023

From: DemoEntity4 16:14:05

Mrsioe mmmam

If the user clicks on the ‘Unread’ badge, the status will change to ‘Read’ and the red circle will no

longer be displayed. The user can still consult the information.
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ENIIIY

end § :
DemoEntity1 ~ q, Digit userGuideUser e a
= |nbox = Qo = C Notifications
Message_2023-February-06_16-14-37-387 06/02/2023
From: DemoEntity4 16:14:47 o system banner @

l) 4 fies-269 B
We would like to inform you that EU Send Web will be

Message_2023-February-06_16-14-17-124 08/02/2023 under maintenance on Wednesday 08/02 from 12:00 to
From: DemoEntity4 16:14:25 1230

(I 4 fies - 651.19 k8 Please note that we will deploy the new version
Message_2023-February-06_16-13-54-241 06/02/2023

From: DemoEntity4 16:14:05
oo R

11. SIGNATURE

The application supports signature for sending messages. The business domain to which the entity

belongs to needs to have this feature enabled to be accessible from the application.

11.1 Sending with Signature

When the signature feature is enabled, a toggle switch will be present in the new message form

allowing the user to choose to sign or not to sign a message before sending it.

ENTITY

EU Send B ,
Web DemoEntity1 - 0, DigituserGuideUser~ @ - M

-
Commission

Receiver info

Sending files =

@ Back to inbox To* | ‘Q +
susject | \ Drop file/folder
Message + Add files [§ I I + Add folder [l

end-to-end-encryption o

high importance @ Limitations per transmission:
Sign the message - Upto 1GB per file

s Up to 5GB total size
I Q Save as draft l I Cancel m = Up to 1500 files

These limitations are a guideline and any value above the ones listed will
have a direct impact on the performance of the application,

Select to sign a message

If the user selects to sign a message, a new section will be displayed for him/her to add the certificate

for the signature.
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EU Send ENTITY
m European Web
Commission
Sending files = Receiver info
® Back to inbox To* |
Subject* |
Message

Click to select
the certificate
for the signature

DemoEntity1 -

end-to-end-encryption a
high impertance
@D sign the message

Certificate

Certificate Select a certificate

No file chosen

q,Digi!userGuideUSErv a A ..

*

Drop file/folder

+ addiles [ I ’ + Add folder [

@ Limitations per transmission:

« Up to 1GB per file
« Up to 5GB total size
+ Up to 1500 files

These limitations are a guideline and any value above the ones listed will
have a direct impact on the performance of the application

Certificate
Password*

After selecting the certificate
add the password

Load
Identities

Gance! m

In case the certificate has more than one identity, the user needs to select one before sending the

message.

Certificate Password™

Select the Identity to
use for signature

Certificate

Certificate™ I Select a certificate

TestConfidential_2.p12 €

When the certificate is selected
the name w illbe displayed

‘ | Load Identities

Id Period
O gui2_i1c2 valid from
C: BE; ST BE; L' BXL: O- B2: OU: digit: CN: gui2_i1c2 ~ 19/10/2016 13:04:59 After adding the passw ord,
valid until the identities of the
19/10/2026 13:04:59 certificate are listed
gui2_2 valid from

C: BE; ST: BE; L: BRUSSELS; O: EC; OU: DIGIT; CN: ... 30/09/2019 10:56:59

valid until

30/09/2029 10:56:59

The identity that will be used to sign the message needs to be valid.

After filling in the certificate section, the user can continue to complete the message and send it.

From the sent section we can see the messages that have been sent with signature from the ‘Signed’

label on the message summary.
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EU Send ENTITY

Web DemoEntity1 & - O pigitusercuideUser- @ - A

m European
Commission

Lorem Ipsum is simply dummy text of the ... 11:15:11
To: DemoEntity3, DemoEntity2, DemoEntity4
O inbox 3 Sent by: Digit userGuideUser
- o
|2 pownload () 37iles -30.75k8 & Signed &

Message_2023-February-06_16-07-51-705 06/02/2023 M(-?SSBI.QE sent
> sent 2z To: DemoEntity2, DemoEntityd, DemoENtitys 16:08:08 w ith signature
Sent by: Digit automationUserl

|& pownioad @ 16 Tlles - 3.26 MB
4 Drart
Message_2023-February-06_16-07-26-175 06/02/2023
To: DemoEntity3, DemoEntity4, DemoEntity2 16:07:38
Sent by: Digit automationUserl DELIVERED
E Download @ 16 files - 3.25 MB
Message_2023-February-06_16-07-02-349 06/02/2023
To: DemoEntity2, DemoEntity3, DemoEntity4 16:07:13
Sent by: Digit automationUserl Please choose a message...
| pownload  (J) 8 files - 2.82 M5
Message_2023-February-06_16-06-39-412 06/02/2023
To: DemoEntity3, DemoEntity4, DemoEntity2 16:06:49
Sent by: Digit automationUserl

|E Download @ 4 files - 651.19 kB

@ 2 3 4 -

View: § ~ items per page 1-5outor1Gilems

11.2 Receiving with Signature

When a received message was signed, the user will see the ‘Signed’ label on the message summary
and on the message details.
After verification, if the signed content is trustworthy, the signed icon and label in the message details

will be displayed in green.

EU Send EnTY
n European Web DemoEntity2 - E - Q, Digit userGuideUser ~ 0 - A
Commission
Signed content verification \
= Inbox TQ=sc¢c T @ signed
[ inbox 2 o o _
Lorem Ipsum is simply dummy text of the ... T !_orem Ipsum is simply dummy text of the printing and typesetting
From: DemoEntity1 industry.
w ° Signed From: DemoEntity1
Messagereceived [ Wessage_2023-February-06_16-07-51-705 0610212023 Message
w ith signature From: DemoEntity1 16:08:06 Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem
@ 16 files - 3.25 MB Ipsum has been the industry's standard dummy text ever since the 1500s, when
an unknown prinier took a galley of type and scrambled it to make a type
Message_2023-February-06_16-07-26-175 06/02/2023 specimen book. It has survived not only five centuries, but also the show more...
From: DemoEntity1 16:07:38
[ 18 iles -3.25 MB . )
List of files

Message_2023-February-06_16-07-02-349 06/02/2023 @] 3 files - 30.75 kB
From: DemoEntity1 16:07:13
[ 8 files - 2.82 B i
Message_2023-February-06_16-06-39-412 06/02/2023 [ size
From: DemoEntity1 16:06:49
) 4 files - 651.19 k8
Textl.txt 28.33kB

@ 2 3 4 - Text2.txt 16 Bytes

View: 5 «  items per page 1-5outeri6 items
Textd.txt 241KB

¥ Download
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If the validation fails and the message is considered not to be trusted, as soon as the user opens the
message a warning will be displayed and the label on the message details will be ‘untrusted

message!

@ signature validation failed!

The signature failed validation!

Tne content of this message might have been tampered. It is strongly
notto the of this message as

they could have been altered.

Proceed at your own risk

14:34:46 o Untrusted message!
Lorem Ipsum is simply dummy text of the printing and typesetting \ Untrusted
industry.

message
From: DemoEntity1

Message

Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum
has been the industry's standard dummy text ever since the 1500s, when an unknown
printer took a galley of type and scrambled it to make a type specimen book. It has
survived not only five centuries, but also the show more...

Even if the message is untrusted, the user will still be able to download the files, but it is highly

recommended not to.

A .json file can be downloaded with the details of the content that was signed by clicking on the label

‘Signed’ or ‘Untrusted message! present on the message details.

12. ENCRYPTION

All files sent through EU Send Web are encrypted.

As soon as the user uploads files in the New Message section, the files always get encrypted client
side during the upload. They will be sent with encryption and the application will decrypt them server
side when the Recipient downloads the files unless the recipient is configured to use end-to-end

encryption.

The application supports end-to-end encryption as an extra layer of security for entities. To be able to
send a message with end-to-end encryption, the recipient entity needs to have a public key

configured. When a message is sent with this type of encryption, the public key is used in the
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encryption process, the Recipient will need to add the corresponding private key to be able to

download the files and the decryption will be done client side. In that way the server does not hawe the

information for decryption and the files will only be readable by the intended recipient.

12.1 Download Encrypted Files

If the entity is configured with end-to-end encryption, the users of that entity need the private key to

decrypt and download files. In the message details there is a section related to the encryption

certificate. The user needs to add the correct private key before downloading the files.

EU Send
Web

European
Commission

New message

| [ nbox 15
= Sent 12
§d Draft

View:

[ srles-282MB [ Encrypted

@ 2 3 4

5 «  items per page

-

1-5outof 17 items

ENTITY
DemoEntity4 -
= Inbox T Q= cC
Lorem Ipsum is simply dummy text of the printi... 11:22:48
From: DemoEntity1
[j17e-2833k8 | Encrypted
Lorem Ipsum is simply dummy text of the printi... 11:18:11
From: DemoEntity1
[afles-3075k8 g Encrypied @ Signed
Message_2023-February-06_16-07-51-705 06/02/2023
From: DemoEntity1 16:08:06
[y 16tles-325MB @ Encrypted
Message_2023-February-06_16-07-26-175 06/02/2023
From: DemoEntity1 16:07:38
U 167es-325MmB @ Encrypted
Message_2023-February-06_16-07-02-349 06/02/2023
From: DemoEntity1 16:07:13

Q, Digit userGuideUser ~

11:22:48

o- a

Lorem Ipsum is simply dummy text of the printing and typesetting

industry.
From: DemoEntity1

Message

Lorem Ipsum has been the industry's standard dummy text ever since the 1500s, when
an unknown printer took a galley of type and scrambled it to make a type specimen book

List of files
[0)1ile-2833k8 g Encrypted

Name

Textl.txt

Certificate

Certificate™ Select a certificate @

No file chosen

Size

28.33kB

Click to select
the private key
of the entity

Certificate Load Identities
Password®

After selecting the certificate,
add the password

i Download

In case the certificate has more than one identity, the correct one should be selected to download the

files.

Select the Identity to
use for decryption

Certificate

Certificate™

Select a certificate

TestConfidential_2.p12 €

When the certificate is selected
the name w illbe displayed

srsanes

Certificate Password™

‘ | Load Identities

Id Period

° O gui2_i1c2 valid from
C:BE; ST. BE; L: BXL; O: B2; QU: digit; CN: gui2_i1c2 ~ 19/10/2016 13:04:59

valid until
19/10/2026 13:04:59

o gui2_2 valid from
C: BE; ST. BE; L: BRUSSELS; O: EC; OU: DIGIT, CN: ... 30/09/2019 10:56:59

valid until

30/09/2029 10:56:59

After adding the passw ord,
the identities of the
certificate are listed
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If the identity selected has the correct decryption information, the files will be decrypted and

downloaded successfully, otherwise, an error message will be displayed.

© Decryption failed!

The identity selected does not contain the correct decryption

information, please select a different certificate/identity!

NOTE: when the user loads a certificate, the certificate remains selected and loaded while still in the

same session. The user can select different messages and doesn’t need to add the certificate again.

12.2 Remove

Certificates

When a certificate is loaded in the application, an icon on the top right of the application will indicate

that a certificate is present.

EU Send
Web

m European
Commission
New message

| [ nbox 15
= Sent 12
& Draft

View:

Clicking on the icon, a dropdown with the list of all identities of the certificate will be displayed.

From: DemoEntity1
[y siiles-28215 @@ Encrypted

@ 2 3 4

5« ilems per page

gui2_i1c2

gui2_2

|7

ENTITY
DemoEntity4 - .
Certificate present
= |nbox =E C
Lorem Ipsum is simply dummy text of the printi... 11:22:48
From: DemoEntity1
@ 1le-2833k8 | Encrypted specimen book.
Lorem Ipsum is simply dummy text of the printi... 11:16:11
From: DemoEntity1
j3fles-30.75kB g Encrypled @ Signed
Message_2023-February-06_16-07-51-705 06/02/2023
From: DemoEntity1 16:08:06 Name
) 16 mes-325m8 [ Encrypted
Message_2023-February-06_16-07-26-175 06102/2023 Texet.b
From: DemoEntity1 16:07:38
)16 mes-325m8 [ Encrypted
Message_2023-February-06_16-07-02-349 06/02/2023

Message

List of files

@ 1file - 28.33 kB ﬂ Encrypted

Certificate

16:07:13 Certificate” Select a certificate

9-

TestConfidential.p12

9 - q,Digil userGuideUser ~

Size

28.33KB

Q-

Lorem Ipsum has been the industry's standard dummy text ever since the 1500s

when an unknown printer took a galley of type and scrambled it to make a type

. Certificate | «eseee ‘ Load Identities
1-5outof 17 items Password®
Id Period
® O guizicz valid from
C: BE; ST: BE; L: BXL; O: B2; OU: digit... 19/10/2016 13:04:59
valid until

19/10/2026 13:04.:59
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From the list, it is possible to remowve the identities. Just click on the delete icon and the identity will be

removed from the session.

13. APPLICATIONICONS

In the application, seweral icons are used to represent possible actions and functionalities. See below

a list with the most important ones:

ICON DESCRIPTION

Search / Close search:
O\ ’j\ Clicking on the search icon will open the search section where the user can
x

search messages by subject or entity and set a date range.

In new message section the user can search for a recipient entity.

Refresh:

This button will refresh the list of messages.

Show unread messages / Show all messages:

[
K

The user can filter the messages listed by unread.

Expand subject list / Collapse subject list:

If there are messages with a long subject the user can collapse the subject in

the summary list. The subjects will be trimmed and displayed in one line

making it easier for the user to go through the messages.

Open filters / Close filters:

.||
i

Clicking on the icon will open the filters section. From that section he user can

use the filters available.

Collapse left menu / Expand left menu:

I
s

The user can collapse and expand the left menu to gain space to display the

messages.

Help:
0 From the help icon on the top right of the application the user has a link to the

support email address and he/she can download the user guides.

Information banner:
p The user can check the active banners that were closed at any time. If the bell
- icon has a red circle with an exclamation mark, it indicates that there are

notifications that were not yet marked as read.

Information:
o This icon indicates that there are extra information available for that feature.

The user just needs to click on it to display the information.

Tree view / List view:
.'[: %E The list of files can be displayed in two different views: tree view and list view.

The user can switch between them by clicking on the icon.
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Certificate:

If this icon is displayed on the top of the application, it means that a certificate
was loaded for the session. The user can use the certificate to download

E encrypted messages and use it for signature, without the need to upload the

certificate for every action. Clicking on the icon will display a dropdown with

the list of the certificate identities and they can be removed at any time.

14. PAGINATION

In the application, the messages are listed and displayed in pages. The user can select how many

items per page he/she wants to display by clicking on the number and selecting from the options.

20
F 50 |

100

500 @ 2 3 4 5 -

View: 5 = items per page 1-5 out of 92 items

The number of items displayed per page is saved by user and when he/she logs in again, the last

value selected will be the one displayed.

To mowve between pages the user can use the arrows beside the page numbers or simply click on the

number of the page he/she wishes to access.

15. CONTACT INFORMATION

EU Send Service Desk
Standard Service:
e 8:00 - 18:00 CET on normal Commission working days

e Only by email: DIGIT-EU-SEND@ec.europa.eu

Standby Service:
e 18:00 - 8:00 CET on normal Commission working days
e Available 24 hours on weekends, Commission and public holidays
* Only by phone: EC Central Helpdesk: +32 2 95 81 81

¢ Only for critical and urgent incidents in production environment
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Model Power of Attorney ('PoA')


This model PoA contains the basic information which should be included for notification purposes. It may be adapted to the specific circumstances of the case. 

The company name and address should exactly match that indicated in Section 2 on the Form FS-PP.


[COMPANY LETTERHEAD]


Power of Attorney - Case FS. [DOCUMENT NUMBER IN TED] - [NAME OF CALL FOR TENDER]

[COMPANY NAME], [COMPANY ADDRESS] duly represented by [NAME AND FUNCTION OF PERSON OF THE COMPANY AUTHORISED TO SIGN THE PoA] hereby confers full power of attorney on [LAWYER'S NAME], established at [LAWYER'S ADDRESS] for the purposes of acting in the name of [COMPANY NAME], and on its behalf for the purposes of carrying out all acts related to the notification of public procurement procedures in accordance with Chapter 4 of Regulation (EU) 2022/2560 of the European Parliament and of the Council of 14 December 2022 on foreign subsidies distorting the internal market. This power of attorney shall comprise the authority to make all necessary or useful submissions to the relevant contracting authority or contracting entity and to the European Commission in relation to the above mentioned case file, including, but not limited to, submitting the Form FS-PP, replying to requests for information, submitting comments following the opening of an in-depth investigation, submitting observations on the grounds on which the Commission intends to adopt a decision under Regulation (EU) 2022/2560  and offering commitments with a view to remedying distortions in the internal market. [please modify/delete as appropriate in case the Notifying Party does not wish the power of attorney to extend to any particular procedural act].

[The Notifying Party should also include the following wording to ensure that any outgoing correspondence on the case may be directly addressed to the authorised external representative of the Notifying Party:


[COMPANY NAME], hereby also confers full power to [LAWYER'S NAME], established at [LAWYER'S ADDRESS], to receive on its behalf any correspondence from the Commission services regarding case FS [xxx], such as requests for information under Article 13 and information regarding the preliminary review under Article 10(4) of the Regulation (EU) 2022/2560]

[The Notifying Party should also include the following wording to ensure that the Commission's decisions under Regulation (EU) 2022/2560 regarding the foreign financial contribution notified in a public procurement procedure may be directly notified to the authorised external representative of the Notifying Party: 

[COMPANY NAME], hereby also confers full power to [LAWYER'S NAME], established at [LAWYER'S ADDRESS], to receive on its behalf notification of the confidential version of the European Commission’s decisions and any grounds on which the Commission intends to adopt a decision under Regulation (EU) 2022/2560 in case FS.[DOCUMENT NUMBER IN TED] - [NAME OF CALL FOR TENDER], pursuant to Article 297 of the Treaty on the Functioning of the European Union and to provide a copy of such decisions and grounds, redacted as appropriate, to [COMPANY NAME], thus having waived its right to receive such notification.]

Signed the [DATE] in [PLACE]

_______________________


[NAME AND FUNCTION OF PERSON OF THE COMPANY AUTHORISED TO SIGN]


duly authorised to sign on behalf of [COMPANY NAME]

2

2
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FSR_list_of_supporting_documents_template_final.docx
Template for listing the supporting documents under section 6 of the Form FS-PP:



		

		Description of the supporting document (type of document, date, author, addressees of the document

		Supporting document submitted under section [6.1], [6.2], [6.3] and [6.4 (a) and (b), if applicable] of the Form FS-PP

		Supporting document submitted under section [4] of the Form FS-PP

		Name of the supporting document with extension



		1. 

		

		

		

		



		2. 

		

		

		

		



		3. 
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ANNEX II
FORM FS-PP RELATING TO THE NOTIFICATION OF FINANCIAL CONTRIBUTIONS IN THE CONTEXT OF PUBLIC PROCUREMENT PROCEDURES PURSUANT TO REGULATION 2022/2560

[bookmark: _Toc464208193][bookmark: _Toc38802122]

INTRODUCTION

1. [bookmark: _Toc116375426][bookmark: _Toc116379454][bookmark: _Toc116379489][bookmark: _Toc116390977][bookmark: _Toc116393177][bookmark: _Toc125038111][bookmark: _Toc137648779][bookmark: _Toc116379463][bookmark: _Toc116379498][bookmark: _Toc116390986][bookmark: _Toc116393186]The purpose of the Form FS-PP

1. This Form FS-PP specifies the information that must be provided by the notifying party(ies) when submitting a notification or declaration to the Commission of foreign financial contributions in the context of a public procurement procedure covered by the foreign subsidies control system of the Union. The foreign subsidies control system of the Union is laid down in Regulation (EU) 2022/2560 of the European Parliament and of the Council[footnoteRef:2] and in Commission Implementing Regulation (EU) [number] on detailed arrangements for the conduct of proceedings by the Commission pursuant to Regulation (EU) 2022/2560 of the European Parliament and of the Council on foreign subsidies distorting the internal market (the ‘Implementing Regulation’)[footnoteRef:3], to which this Form FS-PP is annexed. [2: 	OJ L 330, 23.12.2022, p. 1. ]  [3: 	OJ L 177, 12.7.2023, p. 1.  ] 


1. [bookmark: _Toc125038112][bookmark: _Toc137648780][bookmark: _Toc116375427][bookmark: _Toc116379455][bookmark: _Toc116379490][bookmark: _Toc116390978][bookmark: _Toc116393178]Definitions and instructions for the purposes of this Form FS-PP 

For the purposes of this Annex, the following definitions apply:

‘Notifying party(ies)’ mean(s), in accordance with Article 29(5) of Regulation (EU) 2022/2560, all the economic operators, groups of economic operators, main subcontractors and main suppliers covered by the notification obligation in line with Article 29(1) of Regulation (EU) 2022/2560;

‘Main contractor’, within the meaning of Directives 2014/24/EU and 2014/25/EU, or ‘main concessionaire’, within the meaning of Directive 2014/23/EU, is the economic operator ensuring the submission of the notification or declaration on behalf of all notifying parties;

Unless otherwise specified, the term ‘notifying party(ies)’ includes all its subsidiary companies without commercial autonomy and all its holding companies within the meaning of Article 28(1)(b) of Regulation (EU) 2022/2560.

Any financial data requested must be provided in euro at the average exchange rates prevailing for the years or other periods in question.

1. [bookmark: _Toc132624768][bookmark: _Toc125038113][bookmark: _Toc137648781]Types of information required by the Form FS-PP

[bookmark: _Hlk137457704][bookmark: _Hlk137457647]Where at least one of the notifying parties has received a notifiable foreign financial contribution in line with Articles 28(1) and (2) and Article 29(1) of Regulation (EU) 2022/2560, the notifying party(ies) shall, and shall only, submit a notification. The notification is submitted in one form, based on the elements outlined below.

[bookmark: _Hlk137457690]Conversely, where none of the notifying parties have received a notifiable foreign financial contribution in line with Articles 28(1) and (2) and Article 29(1) of Regulation (EU) 2022/2560, the notifying party(ies) shall, and shall only, submit a declaration. The declaration is submitted in one form, based on the elements outlined below.

The Commission may, on a case-by-case basis, request more detailed information on any of the types of financial contributions included in response to the questions in Section 3 and in Table 1, or on any other foreign financial contributions received by the notifying party(ies). In any case, all foreign financial contribution granted to the notifying party(ies) in the three years prior to the notification must be taken into account for the purposes of determining whether the notification threshold under Article 28(1)(b) of Regulation (EU) 2022/2560 is met, regardless of whether any information is requested about them under Section 3.

The Form FS-PP requires the following information: 

NOTIFICATIONS OF FOREIGN FINANCIAL CONTRIBUTIONS 

i.	In the case of a notification of foreign financial contributions under Chapter 4 of Regulation (EU) 2022/2560, all sections and their respective fields normally need to be filled in, with the exception of Section 7 (Declaration).

ii.	Section 1 must contain a summary description of the public procurement procedure.

iii.	Section 2 must contain information about the notifying party(ies).

[bookmark: _Hlk130974095][bookmark: _Hlk137553032][bookmark: _Hlk130974068]iv.	Section 3 must contain detailed information on the foreign financial contribution(s). In particular, pursuant to Section 3, detailed information is requested on each of the foreign financial contributions equal to or in excess of EUR 1 million granted to the notifying parties in the three years prior to the notification that may fall into any of the categories of Article 5(1), points (a) to (c) and (e) of Regulation (EU) 2022/2560. In relation to other foreign financial contributions, the Form FS-PP requires the notifying party(ies) to provide an overview of the various types of financial contributions granted to the notifying party(ies) in accordance with the instructions provided in Table 1. 

v.	Section 4 may contain an explanation of how the tender is not unduly advantageous.

vi.	Section 5 may, if applicable, list and substantiate any possible positive effects of the subsidies on the development of the relevant subsidised economic activity as well as other positive effects in relation to the relevant policy objectives.

vii.	Section 6 lists the included supporting documents.

viii.	Section 8 must contain a signed attestation that the provided information is true, correct, and complete, and that the notifying party(ies) is/are aware of the provisions on fines. 

DECLARATION OF NO NOTIFIABLE FOREIGN FINANCIAL CONTRIBUTIONS:

i.	If no notifiable foreign financial contributions have been granted to the notifying party(ies) in the last three years, only Sections 1, 2, and 8 of the Form FS-PP must be filled in, as well as the specific Section 7, while the remaining sections must be left blank. 

ii.	All of the information requested in the Form FS-PP is without prejudice of the possibility for the Commission to ask for further information in a request for information.

1. [bookmark: _Toc125038114][bookmark: _Toc137648782]Information that is not reasonably available

(1) Where specific pieces of information required by this Form FS-PP are not reasonably available to the notifying party(ies) in part or in whole, the notifying party(ies) may request that the Commission dispenses with the obligation to provide the relevant information or with any other requirement in the Form FS-PP related to that information. The request should be submitted in accordance with the instructions in recitals (13)-(15) of this Introduction.

1. [bookmark: _Toc125038115][bookmark: _Toc137648783][bookmark: _Toc116375428][bookmark: _Toc116379456][bookmark: _Toc116379491][bookmark: _Toc116390979][bookmark: _Toc116393179]Information that is not necessary for the Commission’s examination of the case

Pursuant to Article 5(5) of the Implementing Regulation, the Commission may dispense with the obligation to provide particular information in the notification, including documents, or with any other requirements in the Form FS-PP related to this information, where the Commission considers that compliance with those obligations or requirements is not necessary for its examination of the case.

The notifying party(ies) may request that the Commission dispenses with the obligation to provide the relevant information or with any other requirement in the Form FS-PP related to this information. This request should be submitted in accordance with the instructions for waiver requests laid down under recitals (13)-(15) of the Introduction of this Form FS-PP.

1. [bookmark: _Toc116375430][bookmark: _Toc116379458][bookmark: _Toc116379493][bookmark: _Toc116390981][bookmark: _Toc116393181][bookmark: _Toc125038116][bookmark: _Toc137648784][bookmark: _Toc116375431][bookmark: _Toc116379459][bookmark: _Toc116379494][bookmark: _Toc116390982][bookmark: _Toc116393182]Pre-notification contacts and waiver requests

The notifying party(ies) is/are encouraged to engage in pre-notification discussions in sufficient time prior to the notification, preferably on the basis of a draft Form FS-PP. The possibility to engage in pre-notification contacts is a service offered by the Commission to the notifying party(ies) on a voluntary basis, in order to prepare the preliminary review of foreign subsidies in the context of a published public procurement. As such, while not mandatory, pre-notification contacts can be valuable to both the notifying party(ies) and the Commission in determining, among other things, the precise amount of information required in a notification, in particular as regards the information to be provided under Section 3 and in Table 1, and to ensure that the notification is complete. Moreover, pre-notification contacts may result in a significant reduction of the information required. Where there is more than one notifying party (as a single economic operator) or group of notifying parties (as members of the same consortium), with each notifying party or group aiming to submit a different tender in the same public procurement procedure, the pre-notification discussions must be held with each notifying party or groups thereof separately and in full confidentiality, to ensure fair competition in the public procurement procedure at stake.

In the course of pre-notification contacts, the notifying party(ies) may request waivers to submit certain information required by this form. The Commission will consider waiver requests, provided that one of the following conditions is fulfilled:

	The notifying party(ies) give(s) adequate reasons why the relevant information is not reasonably available. Where appropriate and to the extent possible, the notifying party(ies) should provide best estimates for the missing data, identifying the sources for these estimates or indicate where any of the requested information that is unavailable to the notifying party(ies) could be obtained from by the Commission.

The notifying party(ies) give(s) adequate reasons why the relevant information is not necessary for the examination of the case.

Waiver requests should be made during pre-notification in writing, preferably in the draft Notification itself (at the beginning of the relevant section or sub-section). The Commission will deal with waiver requests during pre-notification in the context of the review of the draft notification.

[bookmark: _Toc125038117][bookmark: _Toc137648785]The fact that the Commission may have accepted that any particular information requested by this Form FS-PP may be omitted from a notification, does not in any way prevent the Commission from requesting that information at any time during the proceedings, in particular through a request for information pursuant to Article 13 of Regulation (EU) 2022/2560.

1. The requirement for a correct and complete notification or declaration

The information requested in Sections 1-3, 6 and 8 must be provided in the case of a notification of foreign financial contributions and is therefore a requirement for a complete notification. All the required information must be supplied in the appropriate sections of the Form FS-PP and it must be correct and complete.

In the case of a declaration that no notifiable foreign financial contributions were received, the information requested in Sections 1, 2, 7 and 8 must be provided, and is therefore a requirement for a complete declaration. All the required information must be supplied in the appropriate section of the Form FS-PP and it must be correct and complete.

In particular it should be noted that:

The time period of 20 working days laid down in Article 30, paragraphs (2) and (6) of Regulation (EU) 2022/2560 shall begin on the working day following that of the receipt of the complete notification. This is to ensure that the Commission is able to assess the notified foreign financial contributions within the strict time limits laid down in Regulation (EU) 2022/2560.

	The notifying party(ies) must verify, in the course of preparing their notification, that contact names and numbers, and in particular e-mail addresses, provided to the Commission are accurate, relevant and up-to-date.

A declaration may be submitted only where all of the notifying partyies are declaring that no notifiable foreign financial contributions in the last three years have been granted to them. Where at least one of the notifying partyies has been granted notifiable foreign financial contributions, the submission shall be considered a notification for the purposes of this Implementing Regulation.

Requested contact details of the notifying parties must be provided in the format prescribed by the Commission's Directorate General for Internal market, industry, entrepreneurship and SMEs (DG GROW) on its website[footnoteRef:4].  For a proper review process, it is essential that the contact details are accurate. To this end, email addresses provided should not be personalised and attributed to specific contact persons, rather functional company mailboxes of the team in charge of notification should be used. The Commission may declare the notification incomplete on the basis of inappropriate contact details.  [4: 	Please see: https://single-market-economy.ec.europa.eu/single-market/public-procurement/foreign-subsidies-regulation and follow the instructions there.] 


[bookmark: _Hlk136615752]Supporting documentation under Section 6 must be provided together with a summary table following the format prescribed by DG GROW on its website.

In accordance with Article 7(4) of the Implementing Regulation, incorrect or misleading information in, or provided together with, the notification will be considered as rendering the notification incomplete for the purposes of determining the effective date of notification. 

Under Article 29(4) of Regulation (EU) 2022/2560, where a notification accompanying a tender or request to participate remains incomplete despite a request made by the Commission to complete it, the Commission should adopt a decision requesting the contracting authority or contracting entity to adopt a decision rejecting such an irregular tender or request to participate.

[bookmark: _Toc116375432][bookmark: _Toc116379460][bookmark: _Toc116379495][bookmark: _Toc116390983][bookmark: _Toc116393183][bookmark: _Toc125038118][bookmark: _Toc137648786]Under Article 33(2) of Regulation (EU) 2022/2560, the economic operators concerned who, either intentionally or negligently, provides incorrect or misleading information, may be liable to fines of up to 1 % of their aggregate turnover. In addition, pursuant to Article 18(1)(b) of Regulation (EU) 2022/2560, the Commission may revoke its decision where it was based on incomplete, incorrect or misleading information.

1. How to notify

Notifications shall be submitted in one of the official languages of the Union. The names of the notifying parties shall also be submitted in their original language. The information required by this Form FS-PP must be set out using the sections and sub-sections and, where relevant, annexing supporting documentation. The notification submitted must include an attestation as provided in Section 8. Where information provided in two different sections partly (or wholly) overlaps, cross-references may be used.

The notification must be signed by persons authorised by law to act on behalf of each notifying party or by one or more of the notifying party’s(ies’) authorised representatives. The corresponding power(s) of attorney (or written proof that they are authorised to act) must be attached to the notification. Technical specifications and instructions regarding notifications can be found on the website of the Commission's Directorate General for Internal market, industry, entrepreneurship and SMEs.

In completing Section 3 of this Form FS-PP, the notifying party(ies) is/are invited to consider whether, for purposes of clarity, the information in that section is best presented in numerical order, or whether the information can be grouped together for each individual foreign financial contribution (or group of foreign financial contributions).

For the sake of clarity, certain information may be put in annexes. However, it is essential that all key substantive pieces of information are presented in the body of the notification. Any annexes submitted must only be used to supplement the information supplied in the main body of the notification itself and it must be clearly indicated in the body where supplemental information is provided in an annex.

Supporting documents are to be submitted in their original language; where this is not an official language of the Union, a translation into the language of the proceeding shall be attached (Article 5(4) of the Implementing Regulation).

1. [bookmark: _Toc136618615][bookmark: _Toc116375433][bookmark: _Toc116379461][bookmark: _Toc116379496][bookmark: _Toc116390984][bookmark: _Toc116393184][bookmark: _Toc125038119][bookmark: _Toc137648787]Confidentiality and Personal Data

Article 339 of the Treaty on the Functioning of the European Union and Article (‘TFEU’) 43(2) of Regulation (EU) 2022/2560 require that the Commission, its officials and other servants do not disclose information covered by the obligation of professional secrecy that they have acquired through the application of the Regulation. The same principle must also apply to protect confidentiality between notifying parties.

[bookmark: _Hlk135836993]If the notifying party(ies) believe(s) that their interests would be harmed if any of the information they are asked to supply were to be published or otherwise disclosed to other parties, including the other economic operators they submit the notification with and the relevant contracting authority or contracting entity, they should submit this information to the relevant contracting authority or contracting entity separately with each page clearly marked ‘Confidential’. For this purpose, a separate encrypted archive of documents may be submitted and the key provided to the Commission separately. The notifying parties should also give reasons why this information should not be disclosed or published.

In cases where the notification is completed by more than one notifying party, business secrets may be submitted under separate cover, and referred to in the notification as an annex. In order for a notification to be considered complete, all such annexes must be included in the notification.

Any personal data submitted in or with a notification will be processed in compliance with Regulation (EU) 2018/1725 of the European Parliament and of the Council.[footnoteRef:5]  [5: 	OJ L 295, 21.11.2018, p. 39. See also a privacy statement relating to competition investigations at https://ec.europa.eu/competition-policy/index/privacy-policy-competition-investigations_en.] 


1. [bookmark: _Toc133411697][bookmark: _Toc133411698][bookmark: _Toc133411699][bookmark: _Toc133411700][bookmark: _Toc133411701][bookmark: _Toc132624777][bookmark: _Toc131506980][bookmark: _Toc132624778][bookmark: _Toc131506981][bookmark: _Toc132624779][bookmark: _Toc131506982][bookmark: _Toc132624780][bookmark: _Toc130915437][bookmark: _Toc130916596][bookmark: _Toc131173606][bookmark: _Toc131506983][bookmark: _Toc132624781][bookmark: _Toc137648788]SECTION 1: Description of the public procurement

Provide a link to the published document calling for competition in this procedure on Tenders Electronic Daily (TED) as well as any other platforms, and a summary of the public procurement procedure

Where the European Single Procurement Document (ESPD) is used by the notifying party(ies), the obligation to provide a summary of the public procurement procedure should be fulfilled by a filled-in Part I of Annex 2 of Commission Implementing Regulation (EU) 2016/7[footnoteRef:6]. [6: 	Commission Implementing Regulation (EU) 2016/7 of 5 January 2016 establishing the standard form for the European Single Procurement Document (OJ L 3, 6.1.2016, p. 16).] 


Where the notifying party(ies) submit(s) their information through the ESPD, Section 1 of this Form FS-PP should be directly imported from the ESPD into the Form FS-PP using a digital service provided by the Commission. In the absence of such a service, the contracting authority or contracting entity should forward to the Commission the notification along with the filled-in Part I of Annex 2 of the ESPD.

Where the notifying party(ies) do(es) not submit their information through the ESPD, this section must be filled in with the information required in Part I of Annex 2 of the ESPD. 

Where the notifying party(ies) submit(s) their information through the ESPD only partially, the missing elements from Part I of Annex 2 of the ESPD part must be provided in this section.

[bookmark: _Toc131506985][bookmark: _Toc132624783][bookmark: _Toc125038121][bookmark: _Toc137648789]SECTION 2: Information about the notifying party(ies)

Where the ESPD is used by the notifying party(ies), the obligation to provide information about the notifying party(ies) can be fulfilled by providing Part II of Annex 2 of Implementing Regulation (EU) 2016/7 of 5 January 2016 establishing the standard form for the ESPD. The ESPD is filled in for all the economic operators participating in the tender or requests to participate as well as subcontractors whose capacities are relied upon for fulfilling the selection criteria. Subcontractors that are not ‘main subcontractors’ in the meaning of Article 29(5) of Regulation (EU) 2022/2560 do not have to fill in this section of the form. Subcontractors that are ‘main subcontractors’ in the meaning of Article 29(5) of Regulation (EU) 2022/2560 of the European Parliament and of the Council, but the capacities of which are not relied on in line with Article 63 of Directive 2014/24/EU or Article 79 of Directive 2014/25/EU, have to fill in this section manually.

Where the notifying party(ies) submit(s) their information through the ESPD, this part of the Form FS-PP shall be directly imported from the ESPD into this Form FS-PP using a digital service provided by the Commission. In the absence of such a service, the contracting authority or contracting entity must forward to the Commission this notification along with the filled-in Part II of Annex 2 of the submitted ESPD.

Where the notifying party(ies) do(es) not submit their information through the ESPD, this section must be filled in with the information required in Part II of Annex 2 of the ESPD.

Where the notifying party(ies) submit(s) their information through the ESPD only partially, the missing elements from Part II of Annex 2 of the ESPD part must be provided in this section.

Please introduce your e-mail address or unique identifier used for the EU Login account which will serve for communication.

[bookmark: _Toc131506987][bookmark: _Toc132624785][bookmark: _Toc125038122][bookmark: _Toc137648790][bookmark: _Toc464208195][bookmark: _Toc38802124][bookmark: _Toc116379465][bookmark: _Toc116379500][bookmark: _Toc116390988][bookmark: _Toc116393188]SECTION 3: Foreign financial contributions 

[bookmark: _Ref135916877][bookmark: _Hlk137720642]The assessment of whether there is a distortion caused by foreign subsidies in a public procurement procedure is done by assessing the indicators of distortion[footnoteRef:7] and whether the tender is unduly advantageous in relation to the works, supplies or services concerned[footnoteRef:8]. In this Section, the notifying party(ies) should only report foreign financial contributions falling into the scope of of Article 5(1), points (a) to (c) and (e) of Regulation (EU) 2022/2560, which are amongst the most likely to distort the internal market. For foreign financial contributions not falling into these categories, please refer to point 3.3. of this Section and Table 1. For public procurement procedures meeting the thresholds in Articles 28(1)(a) and 28(2) of Regulation (EU) 2022/2560, in which foreign financial contributions notifiable in line with Article 28(1)(b) of Regulation (EU) 2022/2560, have been granted to the notifying party(ies) in the three years prior to the notification, please indicate whether each of the notifying partyies have been individually granted[footnoteRef:9] foreign financial contributions equal to or in excess of EUR 1 million in the three years prior to the notification that may fall into any of the categories of Article 5(1), points (a) to (c) and (e) of Regulation (EU) 2022/2560:  [7: 	Article 4 of Regulation (EU) 2022/2560]  [8: 	Article 27 of Regulation (EU) 2022/2560]  [9: 	A financial contribution should be considered granted from the moment the beneficiary obtains a legal entitlement to receive the financial contribution. The actual disbursement of the financial contribution is not a necessary condition for bringing a financial contribution within the scope of Regulation (EU) 2022/2560.] 


In order to allow to determine whether a foreign financial contribution has been granted to an undertaking that was ailing within the meaning of Article 5(1)(a) of Regulation (EU) 2022/2560, please indicate whether any of the following conditions were met at any point of time in the three years prior to the notification:

[bookmark: _Toc120776989][bookmark: _Toc120776990]Is the notifying party a limited liability company, where more than half of its subscribed share capital has disappeared as a result of accumulated losses?

|_|	yes		|_|	no

[bookmark: _Toc120776992]Is the notifying party a company where at least some members have unlimited liability for the debt of the company, and where more than half of its capital as shown in the company accounts has disappeared as a result of accumulated losses?

|_|	yes		|_|	no

[bookmark: _Toc120776994]Is the notifying party subject to collective insolvency proceedings or does it fulfil the criteria under its domestic law for being placed in collective insolvency proceedings at the request of its creditors?

|_|	yes		|_|	no

[bookmark: _Toc120776996]In the case the notifying party in question is not an SME[footnoteRef:10]: [10: 	Small and medium-sized enterprises or SMEs are defined in Annex I of Commission Regulation (EU) No 651/2014 of 17 June 2014 declaring certain categories of aid compatible with the internal market in application of Articles 107 and 108 of the Treaty (OJ L 187 26.6.2014, p. 1). ] 


[bookmark: _Toc120776997]has the notifying party’s book debt to equity ratio been greater than 7.5 for the past two years

[bookmark: _Toc120776998]and

[bookmark: _Toc120776999]has the notifying party’s EBITDA interest coverage[footnoteRef:11] ratio been below 1.0 for the past two years? [11: 	Earnings before interest, tax, depreciation and amortisation. This ratio is calculated as EBITDA / Interest payments] 


[bookmark: _Toc120777000]|_|	yes 		 |_|	 no

If the reply to any of the questions in sections  3.1.1.1 to 3.1.1.4 was ‘yes’ in relation to any of the notifying partyies, please indicate whether during the period in which the undertaking in question was ailing, it received any foreign financial contributions that may have contributed to restore its long-term viability (including any temporary liquidity assistance designed to support that restoration of viability) or to keep that party afloat for the short time needed to work out a restructuring or liquidation plan.

Notifying party(ies)	|_| yes		|_| no

If the reply to any of the questions in sections 3.1.1.1 to 3.1.1.4 was ‘yes’ in relation to any of the notifying parties, indicate if there is a restructuring plan capable of leading to the long-term viability of that party and if this restructuring plan includes a significant own contribution by the notifying party and provide details of that plan. 

If the reply to any of the questions in points 3.1.1.1 to 3.1.1.4 was ‘yes’, please substantiate the answer, including references in the answer to the supporting evidence or documents that are to be provided in annexes (such documents may include, but are not limited to, the notifying party’s latest profit and loss account statements with balance sheets, or court decision opening collective insolvency proceedings on the company or documents providing evidence that the criteria for being placed under insolvency proceedings at the request of creditors under national company law are met, etc.).

[bookmark: _Toc120777002]A foreign financial contribution in the form of an unlimited guarantee for the debts or liabilities of the undertaking, namely without any limitation as to the amount or the duration of such guarantee (Article 5(1)(b)).

|_|	yes 		 |_|	 no

An export financing measure that is not in line with the OECD Arrangement on officially supported export credits (Article 5(1)(c)).

|_|	yes 		 |_|	 no

A foreign financial contribution enabling an undertaking to submit an unduly advantageous tender on the basis of which the undertaking could be awarded the relevant contract (Article 5(1)(e)). 

|_|	yes 		 |_|	 no

[bookmark: _Ref135916904]For each foreign financial contribution equal to or in excess of EUR 1 million granted to the notifying parties in the three years prior to the notification  that may fall into any of the categories of Article 5(1), points (a) to (c) and (e) of Regulation (EU) 2022/2560, provide the following information and provide supporting documents: 

[bookmark: _Toc120270706][bookmark: _Toc126054223]Form of the financial contribution (e.g. loan, tax exemption, capital injection, fiscal incentive, contributions in kind, etc.). 

[bookmark: _Toc120270707][bookmark: _Toc126054224]Third country granting the financial contribution. Specify also the granting public authority or entity.

Amount of each financial contribution.

[bookmark: _Toc120270708][bookmark: _Toc126054225]Purpose and economic rationale for granting the financial contribution to the party

[bookmark: _Toc120270709][bookmark: _Toc126054226]Whether there are any conditions attached to the financial contributions as well as its use.

Describe the main elements and characteristics of those financial contributions (e.g. interest rates and duration in the case of a loan). 

Explain whether the financial contribution confers a benefit within the meaning of Article 3 of Regulation (EU) 2022/2560 to the undertaking to which the foreign financial contribution has been granted.  Please explain why, with reference to the supporting documents provided under Section 6.

[bookmark: _Toc120777008]Explain whether the financial contribution is limited in law or in fact, within the meaning of Article 3 of Regulation (EU) 2022/2560, to certain undertakings or industries[footnoteRef:12]. Please explain why, with reference to the supporting documents provided under Section 6. [12: 	The benefit should be conferred on one or more undertakings or industries. The specificity of the foreign subsidy could be established by law or in fact.] 


Explain if the financial contribution is granted only for operating costs[footnoteRef:13] exclusively linked with the public procurement at stake. [13: 	For instance personnel costs, materials, energy, maintenance, rent, administration.] 


Provide an overview of the foreign financial contributions equal to or in excess of EUR 1 million granted to the notifying parties in the three years prior to the notification that do not fall into any of the categories of Article 5(1), points (a) to (e) of Regulation (EU) 2022/2560 following the template and instructions provided in Table 1.

[bookmark: _Toc120776988][bookmark: _Toc130896780][bookmark: _Toc130915441][bookmark: _Toc130916600][bookmark: _Toc131173610][bookmark: _Toc131506989][bookmark: _Toc132624787][bookmark: _Toc130896781][bookmark: _Toc130915442][bookmark: _Toc130916601][bookmark: _Toc131173611][bookmark: _Toc131506990][bookmark: _Toc132624788][bookmark: _Toc125038123][bookmark: _Toc116379466][bookmark: _Toc116379501][bookmark: _Toc116390989][bookmark: _Toc116393189][bookmark: _Toc137648791]SECTION 4: Justification for absence of unduly advantageous tender

For any of the foreign financial contributions enabling an undertaking to submit an unduly advantageous tender on the basis of which the undertaking could be awarded the relevant contract (Article 5(1)(e) of Regulation (EU) 2022/2560), are there any elements which can be adduced to demonstrate that the tender is not unduly advantageous directly or indirectly due to the financial contribution(s) received, including the elements referred to in Article 69(2) of Directive 2014/24/EU or Article 84(2) of Directive 2014/25/EU? 

The elements may in particular refer to:

the economics of the manufacturing process, of the services provided or of the construction method;

the technical solutions chosen or any exceptionally favourable conditions available to the tenderer for the supply of the products or services or for the execution of the work;

the originality of the work, supplies or services proposed by the tenderer;

compliance with applicable obligations in the fields of environmental, social and labour law;

compliance with obligations regarding subcontracting.

[bookmark: _Toc114649904][bookmark: _Toc125038124][bookmark: _Toc116379467][bookmark: _Toc116379502][bookmark: _Toc116390990][bookmark: _Toc116393190][bookmark: _Toc137648792]SECTION 5: Possible positive effects

[bookmark: _Toc464208260][bookmark: _Toc38802130]If applicable, list and substantiate any possible positive effects on the development of the relevant subsidised economic activity on the internal market. Please also list and substantiate any other positive effects of the foreign subsidies, such as broader positive effects in relation to the relevant policy objectives, in particular those of the Union, and specify when and where those effects have or are expected to take place. Please provide a description of each of those positive effects.

[bookmark: _Toc130896784][bookmark: _Toc130915445][bookmark: _Toc130916604][bookmark: _Toc131173614][bookmark: _Toc131506993][bookmark: _Toc132624791][bookmark: _Toc114649905][bookmark: _Toc125038125][bookmark: _Toc137648793]SECTION 6: Supporting documentation 

Please provide the following for each notifying party:

Copies of all the supporting official documents relating to the financial contributions that may fall into any of the categories of Article 5(1), points (a) to (c) and (e) of Regulation (EU) 2022/2560 pursuant to Section 3.1. 

Copies of the following documents prepared by or for or received by any member of the board of management, the board of directors or the supervisory board:  analyses, reports, studies surveys, presentations and any comparable documents discussing the purpose, use and economic rationale of the foreign financial contributions that may fall into any of the categories of Article 5(1), points (a) to (c) and (e) of Regulation (EU) 2022/2560. Provide the same documents prepared by or for or received by the entity granting the foreign financial contribution to the extent that they are in your possession or that they are publicly available.  

An indication of the internet address, if any, at which the most recent annual accounts or reports of the notifying party(ies) are available, or if no such internet address exists, copies of the most recent annual accounts and reports.

Where the notifying party(ies) provide(s) justifications of the absence of an undue advantage of the tender by filling in Section 4 of this form, they also need to provide documentation for the period covering the three years preceding the notification, substantiating the adduced elements. Such documentation may include inter alia, as relevant:

a.	tax declarations for the period under review, including copies of company tax returns and VAT returns,

b.	business plans and market research underlying the decision to participate in the public procurement procedure.

[bookmark: _Toc131173616][bookmark: _Toc131506995][bookmark: _Toc132624793][bookmark: _Toc125038126][bookmark: _Toc137648794]SECTION 7: Declaration

In line with the Introduction, recital 6, for public procurement procedures meeting the thresholds in Articles 28(1)(a) and 28(2) of Regulation (EU) 2022/2560, in which no foreign financial contributions, notifiable in line with Article 28(1)(b) of Regulation (EU) 2022/2560, have been granted to the notifying party(ies) in the last three years, Sections 1, 2 and 8 of this Form must be filled out, as well as this Section, containing the following statement:

‘None of the notifying parties have received foreign financial contributions notifiable under Chapter 4 of Regulation (EU) 2022/2560.’

[bookmark: _Hlk137566268][bookmark: _Hlk137587617]In accordance with the obligation in Article 29(1) of Regulation (EU) 2022/2560, the notifying party(ies) must list all foreign financial contributions received. This obligation covers all foreign financial contributions non-notifiable in accordance with Article 28(1), point (b), of Regulation (EU) 2022/2560 received in the last three years preceding the declaration. 

However, non-notifiable foreign financial contributions, which are of a value below EUR 1 million but above the value indicated in Section 7.4 below in the last three years preceding the declaration can be declared as aggregate without indicating their values, using Table 2. When requested by the Commission, such foreign financial contributions must be reported individually.

In line with Article 4(3) of Regulation (EU) 2022/2560, foreign financial contributions of which the total amount per third country is lower than the amount of de minimis aid as defined in Article 3(2), first subparagraph, of Regulation (EU) No 1407/2013 over the consecutive period of three years preceding the declaration do not have to be reported in the declaration. 

[bookmark: _Toc131506997][bookmark: _Toc132624795][bookmark: _Toc116379471][bookmark: _Toc116379506][bookmark: _Toc116390994][bookmark: _Toc116393194][bookmark: _Toc125038127][bookmark: _Toc137648795][bookmark: _Toc464208265][bookmark: _Toc38802136]SECTION 8: Attestation

The notification must conclude with the following attestation which is to be signed by each notifying party:

‘The notifying party(ies) confirm(s) that, to the best of their knowledge and belief, the information given in this notification or declaration and is true, correct, and complete, that true and complete copies of documents required by this Form FS-PP have been supplied, that all estimates are identified as such and are their best estimates of the underlying facts, and that all the opinions expressed are sincere.

They are aware of the provisions of Article 33 of Regulation (EU) 2022/2560 concerning fines and periodic penalty payments.’

Date:

		[signatory 1]

Name:

Organisation:

Position:

Address:

Phone number:

E-mail:

[‘e-signed’ / signature]

		[signatory 2 if applicable, repeat as many times as there are notifying parties]

Name:

Organisation:

Position:

Address:

Phone number:

E-mail:

[‘e-signed’ / signature]
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Table 1

Instructions to provide information concerning foreign financial contributions that do not fall into any of the categories of Article 5(1), points (a) to (e) (Section 3.3)

1. This Table is used to provide an overview of the foreign financial contributions equal to or in excess of EUR 1 million granted by each third country to the notifying parties in the three years prior to the notification and that do not fall into any of the categories of Article 5(1), points (a) to (e) of Regulation (EU) 2022/2560 following the template and instructions below. Point A clarifies which information needs to be included in the table, and Point B clarifies which information is not to be included.

[bookmark: _Hlk135916594]A.	Information to be included in the Table

Group the different financial contributions per third country and per type, such as direct grant, loan/financing instrument/repayable advances, tax advantage, guarantee, risk capital instrument, equity intervention, debt write-off, contributions provided for the non-economic activities of an undertaking (see recital 16 of Regulation (EU) 2022/2560), or other. 

Include only those countries where the estimated aggregate amount of all financial contributions per country granted in the three years prior to the notification  (calculated according to point 5) is EUR 4 million or more. 

For each type of financial contribution, provide a brief description of the purpose of the financial contributions and the granting entities. 

[bookmark: _Ref135869367]Quantify the estimated aggregate amount of financial contributions granted by each third country in the three years prior to the notification in the form of ranges, as specified in the notes to the Table below. For the calculation of this amount, the following considerations are relevant:

Take into account foreign financial contributions falling into the categories of Article 5(1) of Regulation (EU) 2022/2560 and on which information has been provided under Sections 3.1 and 3.2.

Do not take into account foreign financial contributions excluded according to points 6 and 7 below. 

B.	Exceptions

You do not need to include in the Table a description of the following foreign financial contributions: 

1. Deferrals of payment of taxes and/or of social security contributions, tax amnesties and tax holidays as well as normal depreciation and loss-carry forward rules that are of general application. If these measures are limited, for example, to certain sectors, regions or (types of) undertakings, they have to be included.

Application of tax reliefs for avoidance of double taxation in line with the provisions of bilateral or multilateral agreements for avoidance of double taxation as well as unilateral tax reliefs for avoidance of double taxation applied under national tax legislation to the extent they follow the same logic as the provisions of bilateral or multilateral agreements.

Provision/purchase of goods/services (except financial services) at market terms in the ordinary course of business, for example the provision/purchase of goods or services carried out following a competitive, transparent and non-discriminatory tender procedure.

Foreign financial contributions below the individual amount of EUR 1 million. 

		Third-country 

		Type of financial contribution*

		Brief description of the purpose of the financial contribution and the granting entity**



		Country A

		Type 1

		



		

		Type 2

		



		

		Type 3

		



		

		Type 4

		



		

		…

		



		Total estimated financial contributions granted by A:   EUR […]***



		Country B



		Type 1

		



		

		Type 2

		



		

		Type 3

		



		

		Type 4

		



		

		…

		



		Total estimated financial contributions granted by B:  EUR […]***



		Country C

		

		



		…

		

		



		

		

		





Note: please provide a separate table for each of the notifying parties. Third countries and, where possible, types of contributions, should be ordered by total amount of foreign financial contribution, from the highest to the lowest. 

(*) Identify the financial contributions grouping them by type: such as direct grant, loan/financing instrument/repayable advances, tax advantage, guarantee, risk capital instrument, equity intervention, debt write-off, contributions provided for the non-economic activities of an undertaking (see recital 16 of Regulation 2022/2560), or other.  

(**) General description of the purpose of the financial contributions included in each type and of the granting entity(ies). For instance, ‘tax exemption for the production of product A and R&D activities’, ‘several loans with State-owned banks for purpose X’, ‘several financing measures with State investment agencies to cover operating expenses / for R&D activities’, ‘public capital injection in Company X’. 

(***) Use the following ranges: “EUR >4-50 million”, “EUR >50-100 million”, “EUR >100-500 million”, “EUR >500-1 000 million”, “more than EUR 1 000 million”.

C.	Further information

The foreign financial contributions that may be relevant for the assessment of each public procurement may depend on a number of factors such as the sectors or activities involved, the type of financial contributions or other specificities of the case. In light of these specificities, the Commission may request additional information where it considers such information necessary for its assessment. 



Table 2

For reporting of foreign financial contributions which are of a value below EUR 1 million and above the value indicated in Section 7.4

		Third-country 

		Brief description of the financial contributions 



		Country A

		



		Country B



		



		Country C

		



		…
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